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Introduction

Product Overview

The SecurelT Internet Security suite includes three products: SecurelT, SecurelT Live, and
SecurelT PlusAll t hreeproductsprovidea fully managedgorporatestyle, PC computing
securityexperienceo individual usersEachSecurelTproductis designedor PCuserswho

need the ultimate in online security protection but don't want to become security or technology
experts.Some of the keproductfeatures includéhe following:

1 Ease of Usé You can nstalla SecurelT produend forget it.You'll never receive
annoying popups to download, upgrade, or renew. It works for you in the background
without interrupting youPC experience

1 Install Help and Protection Guaranteé Eveni f y @tua@amputenwhizust call
877-3733320 or start ahat sessioby clicking a button omhe initial install screenVe
caninstall SecurelT for you. This includes removing any conflicting software and
validatingthatyour PCis fully protectedFor SecurelT Live and SecurelT Plus
customers,fiwe certify yaur PCduring the install procesw/e'll guarantee to keep it

threat free or pay youp to $100o getitfixedi f we cand.t fix it for
1 Comprehensivérotection Technologyi EachSecurelTproductprovideseverything
you need to stay protected onlimdt er it 6 s i n stheaight mexaf,secyrityu 6 | |

technology for the best protection available.

1 24/7Live ComputerHelp (SecurelT Live and SecurelT Plus only) Our support staff
does nospeak in jargon or "computese” All of our friendly andfully certified support
technicians are located in the Midwest and are available to help you with any questions
you have, 24 hours a day, 7 days a week. Support can be reached by phorH&7a&t 877
3320, by online chat, or bymail, whichever is most convemt for you.

SecurelT User Guid2010.001 Pagel
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SecurelT Product Descriptions
The technical features provided by each produtite SecurelT Internet Security sudtee listed

below.

1 SecurelTi The base produdn the security suite includeke following features:

i

(et e o B e S e S e S e S e

Communityweb basedorumtechnicalsupport
Automaticdetectionandremoval ofvirusesworms androjans
Automaticvirus definition updates

Automatic prevention orlbcking of banneradsandlnternetpop-ups
Identity theft protection

Spywaredetection

Automaticspywareremoval

Realtime spywareblocker

Personafirewall protection

1 SecurelTLive i This enhanced SecurelT prodpcbvides alkthe featuresn the base
product along with

i

i

24 x 7live technical supprt
Monthly e-mail repors

1 SecurelT Plusi TheultimateSecurelT ppducthasall the above featurescluded in
both the SecurelT and SecurelT Live productaddition to

i
i

i

Hard drive maintenance and optimization
Content filtering

Comprehensivparental controls

SecurelTmay be installed on up to three R@sile Securfl Live and SecurelT Pluare both
licensal for a single PCAll three SecurelT products can be installed using our Supported
Remote or Fresh Start Installation options.

SecurelT User Guid2010.001 Page2
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SecurelT Requirements
Each SecurelT product requires the following operating systgpost and PC resources

1 Operating System SuppoitSecurel T products may be installed on a PC with any of the
following types of operating systems:

i
i

i

XP ProfessionaandHome with SP1 or greater
All Windows VistaVersiors
All Windows 7 Versiors

1 Resource Rguirementsi Before installing a SecurelT product, make sgoar PC has
the following minimum resource requirements:

i

i
i
i
i
i

A Pentium 3 Processor or better

200 MB freeharddisk space

Administrative privileges

For a PC witha WindowsXP system512 MB of RAM
For PCs with Windows Vistar 7 systemsl GBof RAM
A Broadband odialup Internet connection

SecurelT Guarantee

If your PCsuffers an Internetelated issue while using SecurelT Live or SecurelT Plus and it
meets albf thefollowing criteria, we will renove the threat or pay up to $100 to have y@ar

repaired.

1 SecurelT Live or SecurelT Plus must be installed using the Supported Remote or Fresh
Start Installation option performed by a SecurelT certified techniciarir{seglation
Optiong.

1 The technician must certify thgbur PCis free of any viruses or other malicious security
threats at the time of installation.

1 The threat oryour PCmust have occurred while SecurelT Live or SecurelT Plus was
instaled.

1 A SecurelT certified techniciamust be allowed to fiyour PCbeforeyou engag an
outside computer repair compaiBecurityCoverage, at its sole discretion, will determine
when it is appropriatér youto engage an outside computer repair entity

The maximum amount of th8ecurelTguarantee is $100 to be paid toward the repair of your

PC. SecurityCoverage reserves the right to deny the guarantee claim if the threat is deemed to be

pre-existing or seHinflicted.

SecurelT User Guid2010.001 Page3
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Product Support

Both SecurelT Liveand SecurelT Plusave24/7 live support. The SecurelT base product does
not havelive support, onlyveb basedorum supporiwhich can be foundnlineat
http://products.securitycoverage.com/guides/secureit/

However, there is a free oftine installation assistance option for SecurelT users. This
assistance is only for SecurelT uset®wselicense leys are registered and who are having
problems installing the softwatkemselvesilt is onlyvalid for two weeks following the
registration date and does not incluafection removal, Windows updates, Internet Explorer
updatesor full installation by a SecurelT Technician

If usershave not registered or attempted to install SecurelT on their own, our techni@gns
offer eithera Supported Remote Installation or a Fresh Start Installagton (when either
option is available as dedoed inInstallation Optiong.

SecurelT User Guid2010.001 Paged
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SecurelT Product Installation

Overview

|l tdéds easy to install any of thelfypudodaiwants i n t
to install a SecurelT product manualjgu cangenerally select eithené Supported Remote or

Fresh Start Installation optiqseethe following sectiohto request a certifie8ecurelT

technicianto perform the installation procedur@ addition to installing the product, the

technician willremo\e any conflicting software and validathatyour PCis fully protected!f

we certify yourPCduring instalation,we'll guarantee to keep it threat free or pay ypuo

$100to get it fixedi f we c a n 6 (seetheiSxcurelT Gudrante y o u

Installation Options

In most cases, yotanselecteithera manualinstallationoptionor an optiorrequesting one of
our technicians tperformthe installatiorremotely (i.e.the Supported Remoter Fresh Start
Installationoption). If you receivethe SecurelT product fromSecurityCoveragdistribution
partner both the manual andramote optiorare generallyavailable although in some cases
only one of these optiomeay beavailable

Installation Costs

If you choose a manual installation, there is no cost to you to install the product. If you choose to
install a SecurelT producsingthe Supported Remote or Fresh Start Installation option, a fee
may apply. This fee may vargnd is set througtie location where you purchased the product.

Manual Installation

This option allows you to install the SecurelT product on your own. If you select this dpgon,
installation willnot eligible for theSecurelT Guaranteelfyou ér e having difficul
the installation, bth theSecurelT Live and SecurelT Plpsoduct have4/7 live product

support and he SecurelT base produtwisa free ondime installation assistance option.

SecurelT User Guid2010.001 Pageb
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Installation Options (continued)

Supported Remote Installation

If you sdect this installation option, eertified SecurelTtechnicianwill remotely install the
product onyour PC. Note that éSecurelT Guaranteas available if this option is used to install
either theSecurelT Live oiSecurelT Plugproduct

During the Suppoed Remote Installation proceduréyour PCalreadyhas a virus or other
malicious software on itjou will be offereda service that theechniciancan perform foan
additional fee to remove the security threa

When you select the Supported Remote Installation option, the technician will perform all the
services listed below.

Check and verify system requirements

Establish ehigh-speednternetconnection

Verify thedownloadof the SecurelT product over th&ernet

Search for and remove previous aritus software

Terminate any running processes that are in our active spyware/virus list.

Remove any unnecessary staptitems for better performance of the PC after restart
Install the product and ensurlk @mponents are updated and running

= =42 =4 -8 _-48_-9_-°

Fresh Start Installation

When you select this option,cartified SecurelTtechnicianwill perform all theSupported
Remoteservices described above in addition to the services listed below.

1 Identify hidden and highisk computer software

1 Remove malicious software and threatghout any additional charge

T Scan the computerds memory and.hard drive
1 Provide advice on how to avoid future infections

The SecurelT Guaranteds available if the Fresh Start option is used to instalSteurel T Live
or SecurelT Pluproduct

During the Fresh Start Installation procedurgoifir PCalreadyhas a virus or other malicious
software on itthe techni@n will automatically remove the security threat without an additional
fee

SecurelT User Guid2010.001 Page6
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Product Installation
All three SecurelT produstmay be installed using the following procedure.

Note: Before performing this procedure, make sure your PC is connected taeheet. If you
are having problems connecting, please contact your Internet Service Provider.

1. Click the download link provided for the SecurelT product. For example:

http://www.securitycoverage.com/download/index.php?license(licensekey here)

This dowroad link can usually be found in your purchase email or displayed on the website
where you purchased SecurelT from.

2. When the initial FileDownloaddialog boxappearsclick Run.

File Download - Security Warning

Do you want to run or zave this file?

Mame: SCDownloader,exe
Type: Application, 2, 17MB

From: products.securitycoverage.com

Fun ] [ Save ] [ Cancel

I rl While filez from the Intermet can be uzeful, thiz file type can
L

potentially barm your computer. [F wou do not tust the source, do not

4 run ar gave this software. What's the sk’

SecurelT User Guid2010.001

March 2010

(Continued on next page)
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Basic Management Console Screen (continued)

3. A Download Progression window appeassthe SCDownloader.exe file is downloaded.
Please be patienats the download speed depends on yot@rnetconnection.

24% of SCDownloader.exe from products.securityco... E]JE @

o

SCDownloader.exe from products.securitycoverage.com

(FEswwnswunnn )

Estimated time left 12 sec {(S03KE of 2,17MB copied)
Download to: C:\Program Files\SCDownloader.exe
Transfer rate: 139KBjSec

[] Close this dialog box when download completes

4. When theDownload Complete window is displayedick Run.

Download complete E]IE @
V’&

o Download Complete

SCDownloader.exe from products.securitycoverage.com
L CCLT
Downloaded: 2.17MB in 15 sec

Download to: C:\Program Files\SCDownloader.exe

Transfer rate: 148KBjSec

[] Close this dialog box when download completes

[ Run ] [Dpen Folder] [ Close J

(Continued on next page)

SecurelT User Guid2010.001 Pages
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Basic Management Console Screen (continued)

5. The following windowis displayedas theappropriatdiles aredownloadedo install the
SecurelT produabn your PC.

£ SecurelT

SecurelT Services will now attempt to get the necessary files for installing
the application on your computer. Please ensure that you are connected to

the Internet. If you have any questions or are having problems connecting to
the Internet, please contact your service provider.

,h"':- Step 3: Downloading... Time left: 5 minutes (Transfer Rate: 151 Kb/s)

o
S LConpit

6. After all the files are downloadethe following window appears to allow youtboose your
installation methoar option.Note that me or more of threkstallation Optionsmay appear
on this window (i.e.Supported Remoté-resh Start, or Manual Installatiof)you select
either of the first two optiongo to Stepyr. If you select the manual option, go to S€ep

*+ SecurelT 2009

Installation Method

Please choose your installation method below by clicking on the appropriate button to
continue with your SecurelT setup.

(click Here | SUupported Remote Installation

To Begin SecurelT technicians will do a simple cleanup of unnecessary startup
Supported programs, remove conflicting software, then install your SecurelT software.
Remote This will ensure that SecurelT is running correctly. The cost for Supported

Installation } remote Installation is $14 .95 which will be included on an upcoming bill.

(click Here | Manual Installation
"l\'ﬂoaggg;n Install your SecurelT software manually.

Installation

(Continued on next page)

SecurelT User Guid2010.001 Paged
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Basic Management Console Screen (continued)

7. If you selea¢d he Supportéd Remoteor Fresh Start Installation optiom Step6, a Welcome
screen similar to thimllowing sample appears. Enter basiame andE-Mail information
along with thePhoneNumber where you can be reached, tlodink Next to begin theemote
installationprocess

Welcome to your Supported Remote Install session

Please complete the form below and click on the MNext button to get started

First Name
Last Name
E-mail

Phone Number

(Continued on next p&j

SecurelT User Guid2010.001 PagelO
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Basic Management Console Screen (continued)

8. After you enter initiadatafor the Supported Remoter Fresh Start Installation option in Step
7, the followingchatremoteapplication screers displayed Please wait foa SecurelT
technicianto begin the session by responding with a-time secuity PIN code. When the
code appearsypeit in theEnter Code box and clickConnect

The technician will theibe renotely connected tgour PG and will perform all the cleanup
and installation services requested bysakected installationption. Youmay skip all the
remaining steps in this procedytbe screens shown in these steps will appear as the
technician remotely installs your SecurelT product)

! Clever Assist Client Base - 20091005

e . Enter Code:
CleverAssist |

. Your chat request has been received. Atechnician will be
Live Chat - with you momentarily.

Type your message below

Powered By SecurityCoverage®

(Continued on next page)

SecurelT User Guid2010.001 Pagell
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Basic Management Console Screen (continued)

9. If you selecthe Manual Installation methad Step6, the following window appears as
SecureTl checkseach of the listed system requiremeatsyour PCSeeSecurelT
Requirementdor more detailed information.

*+ SecurelT 2009

System Requirements

SecurelT will now make sure that the following system requirements have been
met before continuing the installation.

3¢ System Memory

Administrative Rights
Windows Version
Available Hard Disk Space

Previously Installed Antivirus Software

(Continued on next page)

SecurelT User Guid2010.001 Pagel?2
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Basic Management Console Screen (continued)

10.1f no problems are detected during the system requirement cipeokeedo Step B. When
asystencheckfails, an errormessage box similar to the followisgmple is displayed.
Please read the instructions in the message box andodidinue to take the appropriate
actions.For an exampldlustrating how the relatively common problem described in the
following message dx can be resolved, see Steps 11 and 12

*+ SecurelT System Requirements - Check Failed

SecurelT Check Failed

We have detected you may have the following SecurelT
incompatible software installed

Norton Internet Security

Please click on Continue. find the above application(s) in the list of
programs and click on Add/Remove. Once the software has been
uninstalled successfully, please reboot your computer. If you have

—

any questions, please call 877-373-3320

(Continued on next page)

SecurelT User Guid2010.001 Pagel3
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Basic Management Console Screen (continued)

11.1f an error message box simile the sample shown in Step 4fpears, the Manual
Installation option will automaticall{akeyouto the Add or RemovErogramsvindow
illustrated below. In this examplehe user already selectdeeincompatiblesoftware
programthat must be removed from the PC. After toerectapdicationis selectedclick
Change/Removdo remo\e it.

# Add or Remove Programs

v
&éj Currently installed programs: [] show updates Sort by: ‘Name v1
Change or [ " A'i
Remove “ Norton Internet Security Size 11.18ME
Programs
Click here for support information. Used rarely
% Last Used On  4(27/2009
A.d d}l'j_ew To change this program or remove it from your computer, click Change/Remove. Change/Remove
Programs [
PCsync Size  10.12MB
Ej ﬁ% Pdr995 (installed by TaxCut) Size  15.36MB
addfRemove | T PFEA99S (installed by TaxCut) R —
Windows | .
Components | £ PowerDVD Size  45.25MB
[ Quicken 2004
@/ & RealPlayer Size  64.17MB
Set Program ’ﬁ] Realtek High Definition Audio Driver
Access and [
Defaults '@ Retrospect 7.5 Size  22.86MB
‘ﬁgj Rhapsody Player Engine Size 1.21MB
@ RoboHELP Office Size  85.79MB
' Roxio Creator Audio
' Roxio Creator BDAY Plugin
' Roxio Creator Copy
'# Roxio Creator Data v
(Continued on next page)
SecurelT User Guid2010.001 Pagel4
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Basic Management Console Screen (continued)

12.1f youtake the action described in Stepto remove amncompatible software program and
the program is not congtely removed fronyour PC, the following error message box is
displayed.You can then select one of the followibgttons in the bax

1 Click Supported Remote Installation(or Fresh Start Installation if it appears) to
return to Stefy and request a Seclifetechnician to resolve the problem

1 SelectRemove Automaticallyto request SecurelT to attempt to remove the
incompatible software automatically

1 Click Continue Anyway to go to Step 1and continue the installation process without
removing the incompdile software fronyour PC.

*+ SecurelT System Requirements - Check Failed

SecurelT Check Failed

We have detected that a previous security software has components that may
conflict with SecurelT.

Norton/Symantec

Click the "Remove Automatically” button below to allow SecurelT to attempt to
remoave the conflicting software or click "Continue Anyway" to continue the
installation of SecurelT.

If you'd prefer a certified technical expert can perform the installation for you as
described below.

(click Here | Supported Remote Installation

To Begin SecurelT technicians will do a simple cleanup of unnecessary startup
Supported programs, remove conflicting software, then install your SecurelT
Remote software. This will ensure that SecurelT is running correctly. The cost
installation

for Supported Remote Installation is $ which will be included on an
upcoming bill.

Remove Automatically Continue Anyway

(Continued on next page)
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Basic Management Console Screen (continued)

13.When the following Registration window appears, you may first review our Privacy Policy
by clicking the link at the top of the window and/or click the link at the bottom to view the
SecurelT License Agreemerito continue wh the installation procedure, enter any missing
information on the windowYou can review the SecurelT License Agreement by clicking on
theherelink. After reading the License Agreent, click thel have read and agree to the
SecurelT License Agreementheckboxfollowed byNext.

+' SecurelT 2009

Registration S G T T R R

We take the privacy of your information very seriously. For further information please
read our Privacy Policy at hitp:/www. securitycoverage. com/fguides/secureit

First Name |John
Last Mame | Smith
E-mail  johnsmith@yahoo.com
PC Description | John's PC
(Ex. Kitchen; Office; etc.)

Passward

.-‘.,,".E I If.',' F‘ asSwaor d

Please read the SecurelT License Agreement by clicking here. You must accept the
terms and conditions of the License Agreement to continue the installation.

[ | have read and agree to the SecurelT License Agreement

(Continued on next page)
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Basic Management Console Screen (continued)

14.This progression window is then displayed as the files required to install the SecurelT
product are copied to your PC. Please be patietitthe process is completed

*+ SecurelT 2009

Installing SecurelT e e

Registration successful. YWe will now copy all necessary files needed to install
SecurelT. Please be patient while the installation completes.

Installing SecurelT Components...

—

31% Completed

(Continued on next page)
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Basic Management Console Screen (continued)

15. After the SecurelT product is complgténstalled the following windowappearsTo
complete the installation, click th@nish button to restart your PC.

*+ SecurelT 2009

Installation Finished

Click Finish to restart your computer and finalize your SecurelT installation.

Installation Finished.

100% Installation Complete

(Continued on next page)
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Basic Management Console Screen (continued)

16. Thiswindow is displayed after a successful installatioyadr SecurelT productClick one
of the following buttons to request the indicated action:

1 Resource Centeii Go to our online web site providing a varietySgcurel T
operationinformation

1 Management Consolé Request th&ecurelT Management Console that allows you
to view the current status and security settings for your PC

1 Closei Close the current windoand return to your Windows Desktop display.

*+ SecurelT 2009

Thank You! ‘ . "’ e o

]

Thank you for choosing SecurelT! Your installation is complete and your PC
IS fully protected.

Fortips + tricks + online demonstrations, click below.

To view your status + security settings, click below.

Management Console

To close this window, click below.

‘ Close Window |

SecurelT User Guid2010.001 Pagel9
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Basic Management Console Screen (continued)

Using the Management Console

Overview

The Management Console gives you complete control over your SecurelT piauctay use
the consoleto check the status of vario8gcurelToperations, run security scans on your PC,
request summary and detailed online repaetview and update SecurelT settings, aswess
product help and support.

Basic Management Console Screen

After you have installegour SecurelT producsimplydoublec | i ¢ k t ﬂe’corﬁimyouo sSsoO
system tray or double cliakn this icon on your desktof request th basic Management
Consolescreen A sample of thiscreerfor Securel T Pluss shown belowSecurelT and

SecurelT Live use will not see the PC Maintenance Buitoio return to this screefnom

other SecurelT screens, click tRBasic Viewlink displayed at the bottom of each screen.

+ SecurelT 2009

ﬂ Securel™

Status View

PC C) PC » Windows# SecurelT
Security Maintenance Updates Version

Status: Status: Status: Status:
Protected Enabled Enabled Up to Date

Perform Actions

Run Security View Online Advanced
Scans Reporting Settings

Powsred By Securty Coverage®
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Basic Management Console Screen (continued)

Status View Icons
The following iconsare displayed in the top Status View section of the basic Management

Console screen:

PC =)

Security

Status: 0
Protected

pc -z,
Maintenance
Status: 0
Enabled

Windows#;
Updates
Status: 0
Enabled

SecurelT B
Version
Status: a
Up to Date

This icon indicateshatall the PC Security features includingattime
antivirus scanning, the reéilme spyware monitor, firewall, malware
protection, and the pepp blockerare upto date, turned on, and working

properly.

If you have the SecurelT Plus product, this iodisplayed to indicate that
the automatic disk defragmentation service is turned on and working
properly on your PC.

This icon ndicates the Windows Operating Systepalate service is turned
on and working properl{Note- SecurelT does not install manage the
Microsoft updateglirectly and only reports on whether you have the
appropriate Microsoft services active)

This icon ndicates that all of the core components for your SecurelT
product are installed, working properly, andtaplate.

The green shading and checkmarks on the above icons indicate there are no current problems
with the SecurelT operations identified by each icon.

J
QOut of Date

If an icon is shaded in yellow, this indicates there are updates avalifable.
you would like to updatanmediately click the re€lick to Resolvebutton
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Basic Manag

ement Console Screen (continued)

When there is a

problem with aperation, theppropriatacon will be displayed with red

shading as illustrated below.

PC -
Security

Status: e
Disabled

When a red icon appears in the Status View section dfeabie
Management Qusole screen, click the rétlick to Resolvebutton in this
section of the screen to request your SecurelT product to resolve the
indicated problem automatically.

Perform Action Icons

The following icons are displayed in the lower Perform Actions sectidhe basic Management
Console screen:

Run Security
Scans

View Online
Reporting

Advanced
Settings

Click this iconto requesyour SecurelTproductto perform a quickscan for
virusesandspywareon yourPC. For a detailed description of this process, see
Security Scans

Click hereto view online reports listing data such as viruses detected, virus
updates applied, spyware threats detected and removed, and (for SecurelT Plus
products only) hard drive and parental control statistics. For more details, see
Viewing Online Reports

This icon allows you to view and update any of 8eeurelTsettings such as
scaming options antivirus, antispyware, online malware blockdirewall,
and popup blocker settings that ntrol the indicated SecurelT operatioRsr
detailed information, seBecurelT AdvancedSettings

Click this icon to access the extensive help and support resources available for

Hel

Ssp‘z)(a;rt your SecurelT producas described inlelp and Support
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SecurelT Advanced Settings

Overview

A comprehensive array of SecurelT settings may be used to configure your SecurelT product for
the specific requirements of your PChelfollowingsectiors in this chapter describe hgwu
can view and update all tlawailablesettings

1 Requesting the Main Settings Scre@nThis screen displaythe General Settings
described in the following secti@nda Navigation Pane thatou may use to access any
SecurelT Settings screen.

1 Requesting théViain Settings Screen

The following Main Settings screen may be requested by cjdkieAdvanced Settingscon
on the basic Management Console scréée. Main Settings screen displays General Settings
that may be updated as describe@®@iining General Settings

+ SecurelT 2009

% General Settings General Settings

> Main

. v Enable Real Time Antivirus Scannin
> Quarantine ¥ g

|v Enable Real Time Spyware Monitor

[V Enable Firewall

[V Enable Online Malware Protection

|v Enable Popup Blocker

[ Disable All Security Protection (only recommended for testing purposes)

Powered By Security Coverage® Basic View TR —

TheNavigation Panen the left side of tiks screen provides an Index Tree thaty be used to
access any SecurelT Settings screen. The Index Tree appdlaesleih side okach settings
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Basic Management Console Screen (continued)

screen. Whenreentry is selected in the Index Trezd, Main underGeneral Settingsabove)
the requested settings are displayed on the rigbtafithe screen.
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1 General Settingé Allows you toenablédisablerealtime antivirus scanning, redime
spyware monitor, firewall, malware protection, oe opup blocker and view, delete,
or restore quarantidatems foundoy antivirus scanningand the Spyware Monitor

1 Selecting Advanced Scan OptionsSelectscanoptions to request SecurelT to perform a
Quick San of your PC, a Complete Scan, or a Custom Scan of selected files and folders.

1 Antivirus ScanSetthgs & Filtersi Choosea basicscan settingr option,and define
both scan and folder filters for tlaativirus scanning processlse these settings if you
think a program is being detected as a vir
being affected.

1 Updaing Antispyware Filtersi Updatethdd wh i t e | and tegistryckéys that | e s
will not be monitored for spyware.

1 Online Malware BlockerSettings’ Define white lists of web sites that will not be
checked for malware, and vidwpdatethe sites blocked for malware.

1 Firewall Settingsi Define main firewall settings, live network adapter settings, and
firewall rul es; v iaedwallow specéicydats patkdtsmugkoe d t r af f
clear all blocked traffic; and view all active commization connections on your PC, Kill
specific connection®or create deny rules.

1 Popup Blocker Seiingsi Select functional features for the Pop Blocker, define a
white |ist of al |l obloekedstgemtupdatghesasited. vi ew t oda

1 Windows Updatsi Verify that the Automatic Updateservicefor the Windows
Operating System oyour PCis enabled; and if you disabled the service using your
Windows ntrol Panel orby stopping the servigendicate that it should be disabled

1 Defining Parental Controt Settingsi If you have the SecurelT Plus product, you may
define specific parental control settings &achuser am your PC

1 Running the Disk Maintenance Todil If you have the SecurelT Plus product, you may
improveyour PC performanceby running this tool for any partitioan the hard drive.

1 Defining the SecurelT Update ScheduieDefine adaily schedule for the process that
automaticallyupdate the core componentd your Securel T product
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Requesting the Main Settings Screen

The following Main Settings screen may be requested by cgdkieAdvanced Settingscon
on the basic Management Console scré@ée. Main Settings screen displays General Settings
that may be updated as describe@®aiining General Settings

+ SecurelT 2009

% General Settings General Settings

= Main
. |v Enable Real Time Antivirus Scanning
> Quarantine

v Enable Real Time Spyware Monitor

/® Advanced Scan Options [# Enable Firewall
[V Enable Online Malware Protection

[ Disable All Security Protection (only recommended for testing purposes)

Powered By Security Coverage® Basic View "TCiose "

TheNavigation Panen the left side of tis screen provides an Index Tree thaty be used to
access any SecurelT Settings screen. The Index Tree appdlaesiefhside okach settings
screen. Whenraentry is selected in the Index Treed, Main underGeneral Settingsabove)
the requested settings are displayed on the rigbtadfithe screen.
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General Settings
There are two sets of General Settings thawayou to:

1 Enablédisablerealtime antivirus scanning, the reéime spyware monitor, firewall,
malware protection, or the pap blockeras described in theextsection or

1 View, delete, or restore quarantine items fobgcntivirus scanning anthe Spyware
Monitor (seeHandling Quarantine Item3.

Defining General Settings

The Main Settings screesmown in theRequesting théMain Settings Screesectionmay be
used to define the main or general settings for your SecurelT product. These settings allow you
to enablédisable each SecurelT PC Security feature including:

1 RealTime Anti-Virus Scanningi This featurecontinuallyscandiles on your PGn
real time to detect virus infections. You may requietst bypass files with specific file
extensions oentire foldersand selecsettingsto definehow the infected fileswill be
handled(seeAntivirus ScanSettngs & Filters).

1 RealTime Spyware Monitor i This feature continually scaffiges on your PQn real
time to detect spywar&.ou mayupdatethéi whi t e | i st o of files ant
will not be monitord for spyware as describedlilpdaing Antispyware Filters

1 Firewall i The SecurelTirewall providesa filter thatmonitors programen your PC
and channels of communicatigrasd blocks unwanted communicationgamatically in
the backgroundA varietyof Firewall Settingsmay be definedor your PC

1 Online Malware Protectioni This feature blocksalicious softwardrom online web
sites that iglesigned to infiltrate adamageyour PC without youconsentYou may
request this feature to ignore specific approved sites and any sites blocked for your
protection are listed on the Malware Blocked Sites screerJsiec Malware Blocker
Settings.

1 Pop-up Blockeri Automatically block unwanted popup messageserated by online
web sitefrom appearing on your PGou may selectunctionalfeatures for the Pepp
Blocker, define a list of allowedvebsitesand vi ew t o dsoy dpdatelbhkse c k e d
sites(seePop-up Blocker Seihgs).

Check the box next to each of the above features to enable it or uncheck the box tdt disable

Note: To disable all the features, check thisable All Secuity Protection check box.
Disabling all features will leave your PC unprotected and is not recommended.
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General Settings (continued)

Handling Quarantine Items

If you request SecurelT to quarantiiles infected by a virugseeSelecting Scan Settinyor if
spyware items are found, they will be listed on the All Quarantine Items screen. You may
permanently delete or restore afythesetemsusingthe following procedure

1. WhenSecurelTis running, f a SecurelT Settings screen id dsplayedgo to theBasic
Management Console Screandclick Advanced Settingdo go to the Main Settings screen.

2. Whena SecurelT Settings scresrdisplayed, clickseneral Settingsin the Navigation Panel
followed byQuarantine to request théll Quarantine Items screen

+ SecurelT 2009

€ General Settings All Quarantine ltems

= Main Below is a list of SecurelT quarantined items. You can permanently delete
> Quarantine any item using the 'Permanently Delete' button.

ADDD7454 exe

/A Advanced Scan Options A0007459.DLL
c:windows'\PEY EXE

c:wvindowsisystem32UTCC DLL
DLAAPI_WW DLL
¥ Antispyware
¥ Online Malware Blocker
& Popup Blacker

® \Windows Updates

& PC Maintenance

()
Parental Cantrals
€ Update Schedule

Powered By Security Coverage® Basic View T —

(Continued on next page)
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General Settings (continued)

Handling Quarantine Iltems (continued)

3. To refresh the list of quarantine items, clieresh

4. To delete any quarantine item permanently from your PC, highlight the item and click
Permanently Deleteor deleteall theitems by clickingDelete All. When the following
confirmation message box appears, cias

5. To restore any quarantine item to its original storage location on your PC, highlight the item

+ SecurelT 2009

Are you sure you want to permanently remove selected
quarantine items?

‘ ',\,_i. i

and clickRestore or restore all the items by clickirigestore All. When the following
confirmation message box appears, cités

Note: When spyware ite(s) arerestoredtheywill appear on the Spywasghite list screen
(seeUpdaing Antispyware Filters.

+ SecurelT 2009

If this file is moved from the restored location it will be
quarantined again.
Are you sure you want to restore the selected item?

‘ ',\,_i. i
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Selecting Advanced Scan Options

These options determine the type of scan peréal when youmanuallyrequest SecurelT to
scan your P@seeSecurity Scank You may select a Quick Scan, Complete Scan, or Custom
Scanand then run the scas described belaw

1. WhenSecurelTis running,if a SecurelT Settings screen is not displayed, go t&#sec
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, élsbkanced Scan Optionsin the
Navigation Panel.

3. When theAdvanced Scan Optiorsereerappearsselect one of the following options

1 Quick Scani Requess$ SecurelT to scan running items, known registry locations and
common files and folders where malware is typicéund

1 CompleteScani SecurelT will scan your entire R@hich may take several houis
complete depending on the speed of your computer and number of files.to scan

1 Custom Scani Requests SecurelT to scan specified folders and locathmsn this
option is selected, a Select Folder window appears as described in the next step.

+ SecurelT 2009

« General Settings Advanced Scans Options
A2 Advanced Scan Options Quick Scan

> Main Scans running tems, knovwn registry locations and common files and folders.

S o perom Quick Sean

¥ Antispyware Complete Scan
¥ Online Malware Blocker Scans your entire computer for knowwn threats. This scan takes several hours to
complete based on your computer configuration.
T Fireveall @
=5 Perform Complete Scan
& Popup Blocker
~ ”
- Windows Updates Custom Scan
Select the files and folder you wish to scan for threats.
<+ Parental Controls i
‘ " Perform Custom Scan
€ PC Maintenance g

% Update Schedule

Powered By Security Coverage@® Basic View
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Selecting Advanced Scan Options (continued)

(Continued on next page)

4. If the Custom Scan option is selected in Step 3, the following Select Folder window is
displayed. Select one or more folders or locations that you want SecurelT to scan and click
OK.

* Select Folder

CADocuments and Settingstilser Profile\Deskiop

'DM':.:' Documents

i My Computer
‘:‘3"'-‘1':-" Metwork Plac...
2| Recycle Bin

|y &dobe RoboHelp 7

(Continued on next page)
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Selecting Advanced Scan Options (continued)

5. To start theequested scammediately, clickRun Scan

+ SecurelT 2009

€ General Settings Advanced Scans Options

/2 Advanced Scan Options

SecurelT is currently performing a quick scan of running items, known
> Main registry locations and common files and folders and will automatically
remove any malicious threats found.

® Antivirus 3 ;
Scanning known locations. ..

¥ Antispyware ——

¥ Online Malware Blocker Elapsed time: 00:16 w Memory ltems:
Removed : 0

& Popup Blocker 3B Registry Items:
Removed : O

2 Windows Updates y .

'E File Items:

Removed : 0

® PC Maintenance

€« Update Schedule

Powered By Security Coverage® Basic View B s -

6. After the scan is completefino threats are detectethe following message will appear on
the screenClick Advanced Scan Optiongo return to théddvanced Scan Optiorscreen or
Return to Basic Viewto go to the basic Management Console screen.

Advanced Scans Options

SecurelT guick scan was unable to detect any threats
running on your computer. To perform additional scans
including a complete system scan click on the Advanced
Scan button below or click the Basic View to return to the
initial consale view.

(Continued on next page)
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Selecting Advanced Scan Options (continued)

7. If there are malicious files located on ydRC, this screen will appear after the sean
completel.

+ SecurelT 2009

€ General Settings Advanced Scans Options

/® Advanced Scan Options

Warning! - SecurelT has detected threats running on your
computer. Click here to view details or simply click the
"Quarantine” button below to see guarantined files.

= Main

& Antivirus

¥ Antispyware ‘E Memory ltems:
& X Remaoved : 0
% Online Malware Blocker
: Reqgistry ltems:
=
f* Popup Blocker FE File Items:

2 Windows Updates Removed - 3

- Parental Controls

# PC Maintenance

€ Update Schedule

Basic View Close

(Continued on next page)
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Selecting Advanced Scan Options (continued)

8. Use te clickhere link displayed on the screen in Step #equest the followingeportlisting
anymalicious memory items, registry items, and fiems bund during the scan.

+ SecurelT 2009

Scan Report

\I'E Memory ltems:

“B Registry ltems:

=| File ltems:

CSIDL_PROGRAN_FILES\SpywareQuake N
CSIDL_PROGRAM_FILES\SpyFalcon
CSIDL_PROGRAM_FILES\RHCCIWIOE3FS

9. If malicious items are found during a scan, you can also clicQtlaantined Items button
on the screen shown in Step 7 to ga® All Quarantine Items screen listing each item. For
more information about this screen, $&endling Quarantine ltems You may eviewthe
itemson the All Quarantine Items screand keep them in quarantine, @ them
permanentlyor restore them.

(Continued on next page)
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Selecting Advanced Scan Options (continued)

10.1f some of the files, folders, or registry information netxlbe removed after scan you
will see thefollowing screen that will prompt you to restart ydeC

+ SecurelT 2009

€ General Settings Advanced Scans Options

/® Advanced Scan Options
Warning! - SecurelT has detected threats running on your
computer. In order to complete the removal process you

- | have to restart the computer. Please click on Restart
Computer button below.
¥ Antispyware W Memory ltems:

Removed - 1

= Main ‘

¥ Online Malware Blocker
- Reqgistry Items:
3 pemared -0
& Popup Blocker File Items:
& o - - Removed - 4
- Windows Updates

Controls
SR

£ PC Maintenance

€ Update Schedule

Basic View Close
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Antivirus Scan Settings & Filters

Thefollowing settings andilters apply to the manual scanning proct#ss you may request at
anytime (se&ecurity Scanpandor thereattime antivirus scannindeature that continually
scans files on your PC

1 Scan Settingsg Choose the actioSecurelTshouldtake when it finds an infected file
during either a manual @realtime scanning procegseeSelecting Scan Settings

1 ScanFilters T Define any file types tit sould be bypassdduringeithertype of
scanning procegseeDefining Scan Filter9.

1 Folder Filters i Define any file foldershat should be bypassddring the reé&time
scanning processnty (seeDefining Folder Filters).

Selecting Scan Settings

Perform the following procedure selectthe actionSecurelT should take when it finds an
infected file during either a manual or a r&ale scanning proessEach file may be reported on
an online reportquarantined and displayed on the All Quarantine Items screenl§éseiing
Quarantine ltem$, or automatically deleted from your PC.

1. WhenSecurelTis running, ifa SecurelT Settings screen is not displayed, go tBake
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, &licfivirus in the Navigation Panel.

(Continued on next page)
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Antivirus Scan Settings & Filters (continued)

Selecting Scan Settings (continued)

3. When the Scan Settingsreen is displayed, select one of the following options:

1 Only report infected filesi Requests SecurelT to only list the infected files on the
appropriate online reports (s&eewing Online Reportk

1 Quarantine infected filesi Thisrecommendedption requests SecurelT to isolate the
infected files and list each file on the All Quarantine Items screenewloer may
either permanently delete or restore the file as describddrinling Quarantine

ltems

1 Automatically remove and delete infected file$ If this option is selected, SecurelT
will immmediately remove andedete each infected file that it finds during either a
manual or a real time scan.

+ SecurelT 2009

€ General Settings

/2 Advanced Scan Options

> Scan Settings
> Scan Filters
> Folder Filters

Parental Controls
® PC Maintenance
€ Update Schedule

Powered By Securty Coverage@

SecurelT User Guid2010.001
March2010

Scan Seftings
Choose the action to take when a virus is found on your computer.

1 Only report infected files
© Quarantine infected files (recommended)
Automatically remove and delete infected files

Basic View TCigse
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Antivirus Scan Settings & Filters (continued)

Defining Scan Filters

You may define any file types that should be bypassed during either a manual etiraereal
scaming processs follows:

1. WhenSecurelTis running, if a SecurelT Settings seneis not displayed, go to tlsic
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, &iakvirus followed byScan Filtersin
the Navigation Panel to request the Scan Filters screen.

+ SecurelT 2009

€ General Settings Scan Filters

/2 Advanced Scan Options Warning - these settings apply to both real time and manual scanning and
may result in allowing virus and other malicious software to run.

Define custom file extensions that will not be scanned by SecurelT
> Scan Settings Antivirus. YWhen entering the file extension, please enter ONLY the letters
> Scan Filters or numbers after the period. Example doc or xls.

> Folder Filters avr.

& Antivirus

axl

-
i
Add new extension:

- Parental Controls i “
€ Update Schedule

Powered By Security Coverage@® Basic View

(Continued on next page)
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Antivirus Scan Settings & Filters (continued)

Defining Scan Filters (continued)

3. When the Scan Filteicreen is displayegpu may add the extension for a file type that
should be bypassed by typing the extension uAdernew Extensionand clickingAdd.

4. To removethe file extensions for one or more file types, highlight each extension in the list
and clickRemove Selected ExtensionsVhen the following confirmation message box
appears, clickfes

+ SecurelT 2009

Are you sure you want to permanently remove selected filter
items ?

“ " l

5. To save any settings that you changed on the screenSetick
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Antivirus Scan Settings & Filters (continued)

Defining Folder Filters

You may define any fildolderstha should be bypassetiring thereal-time scanning process
(not the manual process) as follows:

1. WhenSecurelTis running, if a SecurelT Settings screen is not displayed, go tettie
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, &ikvirus followed byFolder Filters in
the Navigation Panel to request the Folder Filter Settings screen.

+ SecurelT 2009

€ General Settings Folder Filter Seftings Seftings have changed

A2 Advanced Scan Optiohs Define custom folders that will not be scanned by realtime engine of
SecurelT Antivirus.

Cnvoices

CeCB

CATemp

& Antivirus

> Scan Settings
> Scan Filters

> Folder Filters

¥ Antispyware
¥ Online Malware Blocker

Powered By Security Coverage@® Basic View

(Continued on next page)
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Antivirus Scan Settings & Filters (continued)

Defining Folder Filters (continued)

3. When theFolder Filter Settingscreen is displayed, you may aaldblderthat should be
bypassed byglicking Add Folder. When the following Select Folder window apped®,ble
click a location to view the folders in the location (such as My Computeslecta folder
listed on the windovand clickOK .

* Select Folder

CADocuments and Settingstilser Profile\Deskiop

’E‘,m«f Dacuments

i My Computer
‘--JMY Metwork Plac...
2/ Recycle Bin

|y Adobe RoboHelp 7

4. To removea folder listed on the Folder Filter Settings scrdeghlightthe folderand click
Remove Selectedrolder. When the following confirmation message box appears, ®ek

*+ SecurelT 2009

Are you sure you want to permanently remove selected
folder ?

5. To save any settings that you changed on the screenSeirek
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Updating Antispyware Filters

SecurelT provides geattime spyware monitothat continually scans files on your PC in real
time to detect spyware. You mapdatethéiwhi t e | i st o of f i Inetbe and
monitored for spyware asifows:

1. WhenSecurelTis running, if a SecurelT Settings screen is not displayed, go tettie
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settingsreen is displayed, clickntispyware in the Navigation Panel to
request the Spyware Whitelist screen.

+ SecurelT 2009

% General Settings Spyware Whitelist

A2 Advanced Scan Optiohs Below is a list of allowed files and registry keys.

® Antivirus wyindowsisystem32UTCC DLL

¥ Antispyware

> Allowed Files

Powered By Security Coverage® Basic View T —

(Continued on next page)
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Updating Antispyware Filters (continued)

3. To remove a file or registry key frothe Spyware Whitelist screen, highlight the item and
click Removeor remove all the files and registry items listed on the screatidking
RemoveAll. When the following confirmation message box appears, ¥k

+ SecurelT 2009

Are you sure you want to remove this entry from the white
list?

e
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Online Malware Blocker Settings
There are two sets of Malware Blocker Settings that allow you to:

1 View, add, or remove approved web sites a A witai nhay be ignoeed ky the
Malware Blocker as desbed in the following section; or

1 View web sites blocked for your protectiand add any blocked site to tivite list of
sites ignored by the Malware Block@eeViewing and UpdatingVialware Blocked
Siteg.
Defining Malware White List Sites

Perform the following procedure to view, add, or remove approved web sites that may be
ignored by the Malware Blocker

1. WhenSecurelTis running, if a SecurelT Settings screen is not displayed, go tteitie
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, Giclkne Malware Blocker in the
Navigation Panel to request the Malware Whitelist screen.

+ SecurelT 2009

% General Settings Malware Whitelist

/2 Advanced Scan Options Below is a list of approved white list sites that will not be checked by the
= SecurelT online malware blocker.

9. Sulivitis wwwy secureitdirect.com

< Antispyware hitp: fhroducts securitycoverage.com

Wiy Securitycoverage.com

¥ Online Malware Blocker
> White List Sites
= Today's Blocked Sites

€ Update Schedule

Powered By Security Coverage@ Basic View m’

(Continued on next page)
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Online Malware Blocker Settings (continued)

Defining Malware White List Sites (continued)

3. When the Malware Whitelist screen is displayed, you may add an approved web site to the
screen by clickinghdd. When the following window appears, enter the URL or web address
for the site and cliclOK.

+ SecurelT 2009

Enter URL:

4. To remove a web site listed on the Malware Whitelist screen, highlight trenditelick
Remove When the following confirmation message box appears, ¥k

*+ SecurelT 2009

Are you sure you want to remove this entry from the white
list?

‘ ',\,_i. i

5. To save any settingbat you changed on the scrdea., web sites added or removedjck
Save
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Online Malware Blocker Settings (continued)

Viewing and Updating Malware Blocked Sites

Use tle following procedure to view web sites blockieg SecurelTior your protection, and add
any blocked site to thest of siteson the Malware Whitelist scre¢hat areignored by the
Malware Blocker.

1. WhenSecurelTis running, if a SecurelT Settings screen is not displayed, go tettie
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, Giclkne Malware Blocker followed by
Today 0s Bl iothekNavigati®ni Panel$o request the Wale Blocked Sites screen.

+ SecurelT 2009

« General Settings Malware Blocked Sites

/2 Advanced Scan Options Below is a list sites recently blocked by the SecurelT online malware
- blocker.
_
[2/23/2010 2:59:43 PM] ad.yieldmanager.com

£ Antlspyware [2/23/2010 2:59:45 PM] ad yieldmanager.com

[2/2372010 2:59:47 PM] content yieldmanager.com
% Online Malware Blocker [2/23/2010 3:00:08 PM] ad.yieldmanager.com
[2/23/2010 3:00:09 PM] ad.yieldmanager.com

: : . [2/23/2010 3:00:10 PM] content.yieldmanager .com

2 White List Sites T [2/23/2010 3:00:16 PM] content vieldmanager .com
> Today's Blocked Sites [2/2312010 3:00:46 PM)] ad.yieldmanager.com
[2/23/2010 3:00:47 PM] ad yieldmanager.com

(3 Eirasill [2/23/2010 3:00:47 PM] content vieldmanager.com
[2/23/2010 3:01:26 PM] ad yieldmanager .com
[2/23/2010 3:01:53 PM] ad yieldmanager.com
[2/23/2010 3:01:53 PM] ad yieldmanager.com

& Popup Blocker
2 Windows Updates

refresh
«- Parental Controls

€ PC Maintenance

% Update Schedule

Powered By Security Coverage® Basic View T"Close

3. To refresh the list of blocked web sites, cliekresh

4. To add anylockedsite to the list of sites ignored by the Malware Blo¢keghlight the site
and clickAdd to Whitelist. The Malware Whitelist screen will be displayedmnediately
with the Aunblockedo web site |isted on the

5. To clear all theweb sites listed on theMalware Blocked Sitescreenclick Clear.
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Firewall Settings
You may enter gy of the followingsettings for the firewall that protects your .PC

1 Main Settingsi Enable or disable the High Security Mode l§lock all traffic), the
Enable TCP stateful inspectideature, and/or the Enable DNS inspection feature as
described in the following section.

1 Network Adaptersi Change the security level for émactive network adapter defined
for your PC(seeChanging Security for Network Adapte)s

91 Blocked Activity T Vi ew t odayds blocked communication
packets through or clear all blockedffic (seeViewing and Updatimg Blocked Traffig.

1 Firewall Rulesi Set up the rules that define inbound and outbound communications
traffic allowed foryour PC (seéDefining Firewall Rules).

1 Active Connectionsi View all active communication connections on your PC, kill
specific connections, or create deny ru@sthe connectionéseeViewing, Stopping &
Creating Rules for Connectiorn)s

Selecting Main Settings
Perform the following procedure to select the main settings for the firewall protecting your PC.

1. WhenSecurelTis running, if a SecurelT Settings screen is not displayed, go ttaitie
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, Elicdwvall in the Navigation Panel.
(Continued on next page)
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Firewall Settings (continued)

Selecting Main Settings (continued)

3. When theMain Settingsscreen is displaye@nable or disable (check/uncheck) the following
options as appropriate:

1 High Security Mode (block all traffic) i Enabling this option blocks all
communications inbound and outbound from your PC

1 Enable TCP stateful inspectoni Enables the SecurelT firewall TCGRateful
inspection algorithm. Thialgorithmallows SecurelT to track the stateprotocol
information andhe data flow of applications to ensuyeur PCis only receiving
communicatios from expected sources andmior requests

1 Enable DNS inspectiori Enforces proper DNS structures dedgths, verifies DNS
integrity, and drops incoming DNS packets it thegre not requested lypur PC

Note that the Traffic History section at the bottom of the screen displegatime graph of
Incoming and Outgoingraffic for your PC

+ SecurelT 2009

€ General Settings ' Main Seftings

® -
efdvanced.Scag Options [ |High Security Mode - Block all traffic

8 Antivirus [V|Enable TCP stateful inspection
¥ Antispyware [V|Enable DNS inspection
¥ Online Malware Blocker
¥ Firewall

> Main Settings

= Metwork Adapters Traffic History

= Blocked Activity Incoming Outgoing
> Firewall Rules il i
= Active Connections

& Ponup Blocker
2 Windows Updates
.+ - Parental Controls

& PC haintenance

Powered By Security Coverage® Basic View TTCigse
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Firewall Settings (continued)

Changing Security for Network Adapters

You may change the security leeelr A fooeaah active network adapter defined for your
PCto anyof thefollowing settings

f TrustediThis is the fAsaf eod renmetwaksthdtaretiusied and
that you want to share resources withly(g¢he otheCs on your local or home
network). By default, this is the zone that all network adapéeesplacedn after
SecurelT installs thérewall. In this zone, all commmication, both inbound and
outboundjs allowed andyour PCis fully visible to the outside world.

1 Interneti Thi s i s t he Aluthe RCsandvimetvorks o the world belong to
this zone until they are movéd another zoneitherby software ormanual ruls created
by users In thiszone you will still have full access to the Internet, but you will be
hidden from the outside world.

1 Blockedi This isthezone where all communication, both inbound and outbound, is
blocked and/our PCis completéy hidden from the outside world.

1. WhenSecurelTis running, if a SecurelT Settings screen is not displayed, go tteitie
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, Elickvall followed byNetwork Adapters
in the Navigation Panel.

(Continued on next page)
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Firewall Settings (continued)

Changing Security for Network Adapters (continued)

3. Thefollowing Network Adapterscreen displag/thelP addres$or eachnetwork adapter on
your PC followed bfheNa me and t he security |l ewed or fAZo
may change the Zone Type foryaadapter by highlighting thiine defining the dapter and
selecting a differertonein theChange selected aapter to zonecombobox.

+ SecurelT 2009

« General Settings ' Network Adapters

/® Advanced Scan Options
IP Address MName Zone Type

® Antivirus 169254101152  Local Area Connection 2 Trusted
192.168.0.2 Local Area Connection Trusted

¥ Antispyware

¥ Online Malware Blocker
o . Change selected adapter to zone:
% Firewall 9 pt

= Main Settings . ,
5 : g Below are the active Network Adapters defined for your computer. To change the
> Network Adapters security level for a specific adapter, select it and use the combo-hox to define the new

> Blocked Activity zone type.
> Firewall Rules

> Active Connections

Trusted - allovvs all local network devices to access your computer

Internet - turns on Stealth mode, making your computer invisible to other computers on
) Block the local network and Internet
gy JexeL Blocked - shuts off all incoming and outgoing communication
2 Windows Updates
< - Parental Controls
€ PC hMaintenance v

Powered By Security Coverage® Basic View "TCiose "
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Firewall Settings (continued)

Viewing and Updating Blocked Traffic

Perform the following procedure to etherew today
allow specific data packets through or clear all blocked traffic.

1. WhenSecurelTis running, if a SecurelT Settings screen is not displayed, ge taitic
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, Elickwvall followed byBlocked Activity
in the Navigation Panel t@quest th& odayBlockedTraffic screeristing the data packets
that were blocked by SecurelT

+ SecurelT 2009

« General Settings Today Blocked Traffic

Below are the packets blocked today on your computer. Use the "Add to Allow Traffic
Button" to allowy the selected packet or clear the log with the "Clear Traffic" button.

/2 Advanced Scan Optiohs

8 Antivirus

[2/23/2010 10:03:43 AM] From 169.254 101.152:1244 to 205.188.146.146:80:2

[2/23/2010 10:03:44 AM] From 169.254.101.152:1241 to 205.185.49.164:5190:2
[2/23/2010 10:03:46 AM] From 169.254 101.152:1241 to 205.188.49.164:5190:2
[2/23/2010 10:03:49 AM] From 169.254 101 .152:1241 to 205.188.49.164:5190:2
[2/23/2010 10:03:57 AM] From 169.254.101.152:1241 to 205.188.49.164:5190:2
[2/23/2010 10:04:03 AM] From 169.254 101 .152:1241 to 205.188.49.164:5190:2
[2/23/2010 10:04:11 AM] From 169.254 101 .152:1241 to 205.188.49.164:5190:2

¥ Antispyware
¥ Online Malware Blocker

™ Firewall

> Main Settings
= Network Adapters

> Blocked Activity

[2/23/2010 10:06:09 AM] From 169.254 101 152:1241 to 205.158.49.164:5190:2
[2/23/2010 10:06:20 AM] From 169.254 101 152:1241 to 205.158.49.164:5190:2
[2/23/2010 10:06:34 AM] From 169.254 101 .152:1241 to 205.158.49.164:5190:2
[2/23/2010 10:08:29 AM] From 169.254 101 .152:1241 to 205.1585.49.164:5190:2

> Firewall Rules
> Active Connections

(2 Windows Updaies
- Parenial Contros___J
[ PO Maintenance |18

Powered By Security Coverage® Basic View T"Close

[2/23/2010 10:08:40 AM] From 169.254 101 .152:1241 to 205.155.49.164:5190:2
[2/23/2010 10:10:49 AM] From 169.254 101 .152:1241 to 205.1585.49.164:5190:2

M2 0 ANANET AR Crmm ACA AZA AN4 AZA0d44 44 NS A00 AN ACA-Z40NN

3. To allow specific data packets through to your, Righlightthe packet ad click Add to
Allowed Traffic .

4. To clear all thedata packethsted on the screen, clicRlear Traffic .
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Firewall Settings (continued)

Defining Firewall Rules

Use the following procedure to set up rules that dedpexificinbound and outbound
communicationsraffic that iseither dowed or blocked from getting through to your PC

1. WhenSecurelTis running, if a SecurelT Settings screen is not displage to theBasic
Management Console Screand clickAdvanced Settingdo go to the Main Settings screen.

2. When a SecurelT Settings screen is displayed, Elickwall andFirewall Rulesin the
Navigation Panel toequest tls screen listing datéor each rule including a Description or
Action; the Direction of communicatiorfer the rule (To or From your PC or Both); the
applicable Network Adapter or interface on your PC; and whether or not the rule is Enabled.

+ SecurelT 2009

€ General Settings Firewall Rules

S Advanced Scan Options Firewvall rules allow you to define tt}e inpound and outbound communication allowed for
your computer. Below are your active firewall rules.

® Antivirus Description/&ction Direction  Network Adapter Enabled
Allowy From 169.254.101.152:5190 /... Any Local Area Connecti... Yes
Alloww From 169.254.101.152:5190/ ... Any Local Area Connecti... Yes
% Online Malware Blocker Deny Rule [System Process] / DENY All Yes

¥ Antispyware

T Firewall
> Main Settings
= Metwork Adapters

> Blocked Activity
> Firewall Rules

> Active Connections

& Popup Blocker
% Windows Updates

« - Parental Controls
€ PC Maintenance v

Powered By Security Coverage® Basic View

3. You may perform the following actions oretfrirevall Rules sreen:

Action Go to ¢é
Add a new rule. Step4

Edit an existing rule. Step7

Remove or delete a rule. Step9

Change the priority of rule(s) listed on the screen. Step10

(Continued on next page)
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Firewall Settings (continued)

Defining Firewall Rules (continued)

4. To add anew rule vhen theFirewall Rules screeis displayed, clickAdd. When theAdd
Rulewindow appearsnter the following data to define a new entry and dliék.

1 Rule Descriptioni Type a brief namand/or descriptioffior the rule.

1 Network Interface for Rulei Select the interface the rule applies to or All Interfaces.

1 Define what action you would like to assigfi Select Allow or Block to allowlock
communications.

91 Direction for traffic 7 If Allow is selected for the actigrsince all communication is
already allowed outbound from tl&ecurelTfirewall you may only select From; for a
Block action, either To or From may be selected.

1 [P Rangei Set the IP range that you want to alléav this traffic (by default this will
be from 0.0.0.0 to 255.255.255.25%)ieh means all traffic will be able to
communicateusingthis medium)

1 Protocol Entry i In the combo box at the bottom of the window, selecbAdn
existing entryor click Customto create a new entry as described in the next Btep.
you selected Albr an existing entry, clickOK and return to Step 3.

+ Firewall Rule

Add Rule
w Belowy you will find a list of predefined system protocols.

¥ We also allowy and support customized entries to meet your

needs.
Rule Description
Mewtwork Interface for rule All Interfaces v
Define what action would you like to assign: @ Allovw | Block
Direction for traffic B |_|From
IP Range: 0000 255.255.255.255
Click here to select the entire range of ip addresses
Al
(Continued on next page)
SecurelT User Guid2010.001 Pages3
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Firewall Settings (continued)

Defining Firewall Rules (continued)

5. If you click theCustom button on the Add Rule window to defineastomprotocolentryfor
anewrule, enter the following data tdefinethe entryand clickOK .

1 Namei Enter a mame and/or descriptioior the new custom protocol entry.
1 Protocoli Select if the new entry witommunicate via TCP or UDBr both.
1 Port Rangei Specify the port range the new entry will use for its communications.

+ Protocol Settings

Create a new protocol entry by specifying the details below

MName: |
Protocol: [CjTee __|ubp

Port Range: 0 0

6. If data is added for a custom protocol as descrdtmxe the Add Rule screen will reappear
with the name of the custom protocol in the combo box at the bottom of the screen. You may
thenclick OK to add the new rule

(Continued on next page)
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Firewall Settings (continued)

Defining Firewall Rules (continued)

7. To edit an existing rule laen the Firewall Rules screen is displayed, highlight the rule and
click Edit. The Add Rule window appears with the data already defined for the rule. For a
description of this data, see St&gdn this example, the Delete buttonastive (not grayed
out) indicatingtheentry in the combo box (Lifeline Message Netwdska custom protocol.
You may delete this entipeeStep8) and either select a predefined entrydefineanother
custom entrysee Step 5)After all the data is changed for the rule pprapriate, clickOK to
save the edited dagand return to the Firewall Rules screen described in Step 2

*+ Firewall Rule

Add Rule

o

w Below you will find a list of predefined system protocols.
We also allovy and support customized entries to meet your

v

needs.
Rule Description Allowy Lifeline Messages
MNewtwork Interface for rule All Interfaces
Define what action would you like to assign: © Allow | Block
Direction for traffic W VIFrom:
IP Range: 0oo0o0a0 255.255.255.255

Click here to select the entire range of ip addresses

Lifeline Message Netwaork

8. To delete a custom protocol on the Add Rule window, highlight the protocol in the combo
box, and clickDelete When Delete is clicked, the following message box appelickYes
to continue Note thatpredefinedprotocols listed in the combo ba@annotbe deleted.

+ SecurelT 2009

associated with the protocol.
Are you sure you want to continue?

SecurelT User Guid2010.001
March2010

You are about to delete the selected protocol entry.
Deleting this protocol will also delete all the restrictions

h‘ N .;i

(Continued on next page)
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Firewall Settings (continued)

Defining Firewall Rules (continued)

9. Toremove or delete a rule when the Firewall Rules screen is displayed, highlight the rule and
click Remove When the following confirmation message appears, degto complete the
processand return to the Firewall Rules scredscribed in Step.2

+ SecurelT 2009

Are you sure you want to remove this rule ?

10.You may also changde priority of the rules on the Firewall Rules scregme first ruleis
the listalways takes precedence over the othkersrieven if the other rules are relatdch
change the priority of a rule, highlight the rule and ctiokup or downarrow in the lower
cornerof thescreen to move the rule up or down in the priority listhe following sample,
one of t loanoi Alulleeve Brhown on t he smewhllnl oiwvn St
Lifeline Messageso and fABlock AOL Instant Me
of the rules was changed to place the two new rules at the top of the list
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