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Introduction 

Product Overview 

The SecureIT Internet Security suite includes three products: SecureIT, SecureIT Live, and 

SecureIT Plus. All t hree products provide a fully managed, corporate-style, PC computing 

security experience to individual users. Each SecureIT product is designed for PC users who 

need the ultimate in online security protection but don't want to become security or technology 

experts. Some of the key product features include the following: 

 

¶ Ease of Use ï You can install a SecureIT product and forget it. You'll never receive 

annoying popups to download, upgrade, or renew. It works for you in the background 

without interrupting your PC experience. 

¶ Install Help and Protection Guarantee ï Even if youôre not a computer whiz, just call 

877-373-3320 or start a chat session by clicking a button on the initial install screen. We 

can install SecureIT for you. This includes removing any conflicting software and 

validating that your PC is fully protected. For SecureIT Live and SecureIT Plus 

customers, if we certify your PC during the install process, we'll guarantee to keep it 

threat free or pay you up to $100 to get it fixed if we canôt fix it for you. 

¶ Comprehensive Protection Technology ï Each SecureIT product provides everything 

you need to stay protected online. After itôs installed, youôll have the right mix of security 

technology for the best protection available.  

¶ 24/7 Live Computer Help (SecureIT Live and SecureIT Plus only) ï Our support staff 

does not speak in jargon or "computer-ese." All of our friendly and fully certified support 

technicians are located in the Midwest and are available to help you with any questions 

you have, 24 hours a day, 7 days a week. Support can be reached by phone at 877-373-

3320, by online chat, or by e-mail, whichever is most convenient for you. 
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SecureIT Product Descriptions 

The technical features provided by each product in the SecureIT Internet Security suite are listed 

below. 

¶ SecureIT ï The base product in the security suite includes the following features: 

ü Community web based forum technical support 

ü Automatic detection and removal of viruses, worms and trojans 

ü Automatic virus definition updates 

ü Automatic prevention or blocking of banner ads and Internet pop-ups 

ü Identity theft protection 

ü Spyware detection 

ü Automatic spyware removal 

ü Real time spyware blocker 

ü Personal firewall protection 

 

¶ SecureIT Live ï This enhanced SecureIT product provides all the features in the base 

product along with: 

ü 24 x 7 live technical support 

ü Monthly e-mail reports 

 

¶ SecureIT Plus ï The ultimate SecureIT product has all the above features included in 

both the SecureIT and SecureIT Live products in addition to:  

ü Hard drive maintenance and optimization 

ü Content filtering 

ü Comprehensive parental controls 

 

SecureIT may be installed on up to three PCs, while SecureIT Live and SecureIT Plus are both 

licensed for a single PC.  All three SecureIT products can be installed using our Supported 

Remote or Fresh Start Installation options.
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SecureIT Requirements 

Each SecureIT product requires the following operating system support and PC resources:  

¶ Operating System Support ï SecureIT products may be installed on a PC with any of the 

following types of operating systems: 

ü XP Professional and Home with SP1 or greater 

ü All Windows Vista Versions 

ü All Windows 7 Versions 

¶ Resource Requirements ï Before installing a SecureIT product, make sure your PC has 

the following minimum resource requirements: 

ü A Pentium 3 Processor or better 

ü 200 MB free hard disk space 

ü Administrative privileges 

ü For a PC with a Windows XP system, 512 MB of RAM 

ü For PCs with Windows Vista or 7 systems, 1 GB of RAM 

ü A Broadband or dial-up Internet connection  

SecureIT Guarantee 

If your PC suffers an Internet-related issue while using SecureIT Live or SecureIT Plus and it 

meets all of the following criteria, we will remove the threat or pay up to $100 to have your PC 

repaired.  

¶ SecureIT Live or SecureIT Plus must be installed using the Supported Remote or Fresh 

Start Installation option performed by a SecureIT certified technician (see Installation 

Options). 

¶ The technician must certify that your PC is free of any viruses or other malicious security 

threats at the time of installation. 

¶ The threat on your PC must have occurred while SecureIT Live or SecureIT Plus was 

installed.  

¶ A SecureIT certified technician must be allowed to fix your PC before you engage an 

outside computer repair company. SecurityCoverage, at its sole discretion, will determine 

when it is appropriate for you to engage an outside computer repair entity. 

 

The maximum amount of the SecureIT guarantee is $100 to be paid toward the repair of your 

PC. SecurityCoverage reserves the right to deny the guarantee claim if the threat is deemed to be 

pre-existing or self-inflicted. 
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Product Support 

Both SecureIT Live and SecureIT Plus have 24/7 live support. The SecureIT base product does 

not have live support, only web based forum support which can be found online at 

http://products.securitycoverage.com/guides/secureit/.  

 

However, there is a free one-time installation assistance option for SecureIT users. This 

assistance is only for SecureIT users whose license keys are registered and who are having 

problems installing the software themselves. It is only valid for two weeks following the 

registration date and does not include infection removal, Windows updates, Internet Explorer 

updates, or full installation by a SecureIT Technician.  

 

If users have not registered or attempted to install SecureIT on their own, our technicians may 

offer either a Supported Remote Installation or a Fresh Start Installation option (when either 

option is available as described in Installation Options).  
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SecureIT Product Installation 

Overview 

Itôs easy to install any of the products in the SecureIT Internet Security suite. If you do not want 

to install a SecureIT product manually, you can generally select either the Supported Remote or 

Fresh Start Installation option (see the following section) to request a certified SecureIT 

technician to perform the installation procedure. In addition to installing the product, the 

technician will remove any conflicting software and validate that your PC is fully protected. If 

we certify your PC during installation, we'll guarantee to keep it threat free or pay you up to 

$100 to get it fixed if we canôt fix it for you (see the SecureIT Guarantee). 

Installation Options 

In most cases, you can select either a manual installation option or an option requesting one of 

our technicians to perform the installation remotely (i.e., the Supported Remote or Fresh Start 

Installation option). If you receive the SecureIT product from a SecurityCoverage distribution 

partner, both the manual and a remote option are generally available, although in some cases 

only one of these options may be available.  

Installation Costs 

If you choose a manual installation, there is no cost to you to install the product. If you choose to 

install a SecureIT product using the Supported Remote or Fresh Start Installation option, a fee 

may apply. This fee may vary, and is set through the location where you purchased the product. 

Manual Installation 

This option allows you to install the SecureIT product on your own. If you select this option, the 

installation will not eligible for the SecureIT Guarantee. If youôre having difficulty performing 

the installation, both the SecureIT Live and SecureIT Plus product have 24/7 live product 

support, and the SecureIT base product has a free one-time installation assistance option. 
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Supported Remote Installation 

If you select this installation option, a certified SecureIT technician will remotely install the 

product on your PC. Note that a SecureIT Guarantee is available if this option is used to install 

either the SecureIT Live or SecureIT Plus product.  

 

During the Supported Remote Installation procedure, if your PC already has a virus or other 

malicious software on it, you will be offered a service that the technician can perform for an 

additional fee to remove the security threat.  

 

When you select the Supported Remote Installation option, the technician will perform all the 

services listed below. 

¶ Check and verify system requirements. 

¶ Establish a high-speed Internet connection. 

¶ Verify the download of the SecureIT product over the Internet. 

¶ Search for and remove previous anti-virus software. 

¶ Terminate any running processes that are in our active spyware/virus list. 

¶ Remove any unnecessary start-up items for better performance of the PC after restart. 

¶ Install the product and ensure all components are updated and running. 

Fresh Start Installation 

When you select this option, a certified SecureIT technician will perform all the Supported 

Remote services described above in addition to the services listed below.  

¶ Identify hidden and high risk computer software. 

¶ Remove malicious software and threats without any additional charge. 

¶ Scan the computerôs memory and hard drive for any further security threats. 

¶ Provide advice on how to avoid future infections. 

 

The SecureIT Guarantee is available if the Fresh Start option is used to install the SecureIT Live 

or SecureIT Plus product.  

 

During the Fresh Start Installation procedure if your PC already has a virus or other malicious 

software on it, the technician will automatically remove the security threat without an additional 

fee. 
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Product Installation 

All three SecureIT products may be installed using the following procedure.  

Note: Before performing this procedure, make sure your PC is connected to the Internet. If you 

are having problems connecting, please contact your Internet Service Provider. 

1. Click the download link provided for the SecureIT product. For example:  

http://www.securitycoverage.com/download/index.php?license= (license key here) 

This download link can usually be found in your purchase email or displayed on the website 

where you purchased SecureIT from. 

2. When the initial File Download dialog box appears, click Run. 

 

 (Continued on next page) 
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3. A Download Progression window appears as the SCDownloader.exe file is downloaded. 

Please be patient as the download speed depends on your Internet connection. 

 

4. When the Download Complete window is displayed, click Run. 

 

 (Continued on next page) 
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5. The following window is displayed as the appropriate files are downloaded to install the 

SecureIT product on your PC. 

 

6. After all the files are downloaded, the following window appears to allow you to choose your 

installation method or option. Note that one or more of three Installation Options may appear 

on this window (i.e., Supported Remote, Fresh Start, or Manual Installation). If you select 

either of the first two options, go to Step 7. If you select the manual option, go to Step 9. 

 

(Continued on next page) 
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7. If you selected the Supported Remote or Fresh Start Installation option in Step 6, a Welcome 

screen similar to the following sample appears. Enter basic Name and E-Mail  information 

along with the Phone Number where you can be reached, then click Next to begin the remote 

installation process. 

 

(Continued on next page) 
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8. After you enter initial data for the Supported Remote or Fresh Start Installation option in Step 

7, the following chat/remote application screen is displayed. Please wait for a SecureIT 

technician to begin the session by responding with a one-time security PIN code. When the 

code appears, type it in the Enter Code box and click Connect.  

The technician will then be remotely connected to your PC, and will perform all the cleanup 

and installation services requested by the selected installation option. You may skip all the 

remaining steps in this procedure (the screens shown in these steps will appear as the 

technician remotely installs your SecureIT product). 

 

(Continued on next page) 
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9. If you select the Manual Installation method in Step 6, the following window appears as 

SecureIT checks each of the listed system requirements on your PC. See SecureIT 

Requirements for more detailed information.   

 

(Continued on next page) 
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10. If no problems are detected during the system requirement checks, proceed to Step 13. When 

a system check fails, an error message box similar to the following sample is displayed. 

Please read the instructions in the message box and click Continue to take the appropriate 

actions. For an example illustrating how the relatively common problem described in the 

following message box can be resolved, see Steps 11 and 12.   

 

(Continued on next page) 
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11. If an error message box similar to the sample shown in Step 10 appears, the Manual 

Installation option will automatically take you to the Add or Remove Programs window 

illustrated below. In this example, the user already selected the incompatible software 

program that must be removed from the PC. After the correct application is selected, click 

Change/Remove to remove it. 

 

(Continued on next page) 
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12. If you take the action described in Step 11 to remove an incompatible software program and 

the program is not completely removed from your PC, the following error message box is 

displayed. You can then select one of the following buttons in the box: 

¶ Click Supported Remote Installation (or Fresh Start Installation if it appears) to 

return to Step 7 and request a SecureIT technician to resolve the problem.  

¶ Select Remove Automatically to request SecureIT to attempt to remove the 

incompatible software automatically. 

¶ Click Continue Anyway to go to Step 13 and continue the installation process without 

removing the incompatible software from your PC. 

 

(Continued on next page) 
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13. When the following Registration window appears, you may first review our Privacy Policy 

by clicking the link at the top of the window and/or click the link at the bottom to view the 

SecureIT License Agreement. To continue with the installation procedure, enter any missing 

information on the window. You can review the SecureIT License Agreement by clicking on 

the here link.  After reading the License Agreement, click the I have read and agree to the 

SecureIT License Agreement checkbox followed by Next.  

 

(Continued on next page) 
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14. This progression window is then displayed as the files required to install the SecureIT 

product are copied to your PC. Please be patient until the process is completed. 

 

 (Continued on next page) 
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15. After the SecureIT product is completely installed, the following window appears. To 

complete the installation, click the Finish button to restart your PC. 

 

(Continued on next page) 
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16. This window is displayed after a successful installation of your SecureIT product. Click one 

of the following buttons to request the indicated action:  

¶ Resource Center ï Go to our online web site providing a variety of SecureIT 

operation information. 

¶ Management Console ï Request the SecureIT Management Console that allows you 

to view the current status and security settings for your PC. 

¶ Close ï Close the current window and return to your Windows Desktop display. 
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Using the Management Console 

Overview 

The Management Console gives you complete control over your SecureIT product. You may use 

the console to check the status of various SecureIT operations, run security scans on your PC, 

request summary and detailed online reports, review and update SecureIT settings, and access 

product help and support. 

Basic Management Console Screen 

After you have installed your SecureIT product, simply double click the ñcrossò  icon in your 

system tray or double click on this icon on your desktop to request the basic Management 

Console screen. A sample of this screen for SecureIT Plus is shown below (SecureIT and 

SecureIT Live users will not see the PC Maintenance Button).  To return to this screen from 

other SecureIT screens, click the Basic View link displayed at the bottom of each screen. 
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SecureIT User Guide 2010.001  Page 21 

March 2010  ©SecurityCoverage, Inc. 

Status View Icons 

The following icons are displayed in the top Status View section of the basic Management 

Console screen: 

 

This icon indicates that all the PC Security features including real-time 

anti-virus scanning, the real-time spyware monitor, firewall, malware 

protection, and the pop-up blocker are up to date, turned on, and working 

properly. 

 

 

 

If you have the SecureIT Plus product, this icon is displayed to indicate that 

the automatic disk defragmentation service is turned on and working 

properly on your PC. 

 

 

 

 

This icon indicates the Windows Operating System update service is turned 

on and working properly (Note - SecureIT does not install or manage the 

Microsoft updates directly and only reports on whether you have the 

appropriate Microsoft services active). 

 

 

 

 

This icon indicates that all of the core components for your SecureIT 

product are installed, working properly, and up to date. 

 

 

 

 

 

The green shading and checkmarks on the above icons indicate there are no current problems 

with the SecureIT operations identified by each icon.  

 

 If an icon is shaded in yellow, this indicates there are updates available. If 

you would like to update immediately click the red Click to Resolve button.  
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When there is a problem with an operation, the appropriate icon will be displayed with red 

shading as illustrated below.  

 

 

When a red icon appears in the Status View section of the basic 

Management Console screen, click the red Click to Resolve button in this 

section of the screen to request your SecureIT product to resolve the 

indicated problem automatically.   

 

Perform Action Icons 

The following icons are displayed in the lower Perform Actions section of the basic Management 

Console screen: 

 

Click this icon to request your SecureIT product to perform a quick scan for 

viruses and spyware on your PC. For a detailed description of this process, see 

Security Scans. 

 

 

 

Click here to view online reports listing data such as viruses detected, virus 

updates applied, spyware threats detected and removed, and (for SecureIT Plus 

products only) hard drive and parental control statistics. For more details, see 

Viewing Online Reports. 

 

 

This icon allows you to view and update any of the SecureIT settings such as 

scanning options, anti-virus, anti-spyware, online malware blocker, firewall, 

and pop-up blocker settings that control the indicated SecureIT operations. For 

detailed information, see SecureIT Advanced Settings. 

 

 

Click this icon to access the extensive help and support resources available for 

your SecureIT product as described in Help and Support. 
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SecureIT Advanced Settings 

Overview 

A comprehensive array of SecureIT settings may be used to configure your SecureIT product for 

the specific requirements of your PC. The following sections in this chapter describe how you 

can view and update all the available settings: 

¶ Requesting the Main Settings Screen ï This screen displays the General Settings 

described in the following section and a Navigation Pane that you may use to access any 

SecureIT Settings screen.   

¶ Requesting the Main Settings Screen 

The following Main Settings screen may be requested by clicking the Advanced Settings icon 

on the basic Management Console screen. The Main Settings screen displays General Settings 

that may be updated as described in Defining General Settings. 

 

 

The Navigation Pane on the left side of this screen provides an Index Tree that may be used to 

access any SecureIT Settings screen. The Index Tree appears on the left side of each settings 



Basic Management Console Screen (continued) 
 

SecureIT User Guide 2010.001  Page 24 

March 2010  ©SecurityCoverage, Inc. 

screen. When an entry is selected in the Index Tree (e.g., Main  under General Settings above) 

the requested settings are displayed on the right side of the screen.  
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¶ General Settings ï Allows you to enable/disable real-time anti-virus scanning, real-time 

spyware monitor, firewall, malware protection, or the pop-up blocker; and view, delete, 

or restore quarantined items found by anti-virus scanning and the Spyware Monitor.  

¶ Selecting Advanced Scan Options ï Select scan options to request SecureIT to perform a 

Quick Scan of your PC, a Complete Scan, or a Custom Scan of selected files and folders. 

¶ Antivirus Scan Settings & Filters ï Choose a basic scan setting or option, and define 

both scan and folder filters for the anti-virus scanning process. Use these settings if you 

think a program is being detected as a virus by mistake or if a programôs performance is 

being affected. 

¶ Updating Antispyware Filters ï Update the ñwhite listò of files and registry keys that 

will not be monitored for spyware. 

¶ Online Malware Blocker Settings ï Define white lists of web sites that will not be 

checked for malware, and view/update the sites blocked for malware. 

¶ Firewall Settings ï Define main firewall settings, live network adapter settings, and 

firewall rules; view todayôs blocked traffic and allow specific data packets through or 

clear all blocked traffic; and view all active communication connections on your PC, kill 

specific connections, or create deny rules. 

¶ Pop-up Blocker Settings ï Select functional features for the Pop-up Blocker, define a 

white list of allowed sites, and view todayôs blocked sites or update these sites. 

¶ Windows Updates ï Verify that the Automatic Updates service for the Windows 

Operating System on your PC is enabled; and if you disabled the service using your 

Windows Control Panel or by stopping the service, indicate that it should be disabled. 

¶ Defining Parental Controls Settings ï If you have the SecureIT Plus product, you may 

define specific parental control settings for each user on your PC. 

¶ Running the Disk Maintenance Tool ï If you have the SecureIT Plus product, you may 

improve your PC performance by running this tool for any partition on the hard drive. 

¶ Defining the SecureIT Update Schedule ï Define a daily schedule for the process that 

automatically updates the core components of your SecureIT product. 
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Requesting the Main Settings Screen 

The following Main Settings screen may be requested by clicking the Advanced Settings icon 

on the basic Management Console screen. The Main Settings screen displays General Settings 

that may be updated as described in Defining General Settings. 

 

 

The Navigation Pane on the left side of this screen provides an Index Tree that may be used to 

access any SecureIT Settings screen. The Index Tree appears on the left side of each settings 

screen. When an entry is selected in the Index Tree (e.g., Main  under General Settings above) 

the requested settings are displayed on the right side of the screen.  
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General Settings 

There are two sets of General Settings that allow you to: 

¶ Enable/disable real-time anti-virus scanning, the real-time spyware monitor, firewall, 

malware protection, or the pop-up blocker as described in the next section; or 

¶ View, delete, or restore quarantine items found by anti-virus scanning and the Spyware 

Monitor (see Handling Quarantine Items). 

Defining General Settings 

The Main Settings screen shown in the Requesting the Main Settings Screen section may be 

used to define the main or general settings for your SecureIT product. These settings allow you 

to enable/disable each SecureIT PC Security feature including:  

¶ Real-Time Anti -Virus Scanning ï This feature continually scans files on your PC in 

real time to detect virus infections. You may request it to bypass files with specific file 

extensions or entire folders, and select settings to define how the infected files will be 

handled (see Antivirus Scan Settings & Filters).  

¶ Real-Time Spyware Monitor ï This feature continually scans files on your PC in real 

time to detect spyware. You may update the ñwhite listò of files and registry keys that 

will not be monitored for spyware as described in Updating Antispyware Filters. 

¶ Firewall ï The SecureIT firewall provides a filter that monitors programs on your PC 

and channels of communications, and blocks unwanted communications automatically in 

the background. A variety of Firewall Settings may be defined for your PC. 

¶ Online Malware Protection ï This feature blocks malicious software from online web 

sites that is designed to infiltrate or damage your PC without your consent. You may 

request this feature to ignore specific approved sites and any sites blocked for your 

protection are listed on the Malware Blocked Sites screen (see Online Malware Blocker 

Settings). 

¶ Pop-up Blocker ï Automatically block unwanted popup messages generated by online 

web sites from appearing on your PC. You may select functional features for the Pop-up 

Blocker; define a list of allowed web sites; and view todayôs blocked sites or update these 

sites (see Pop-up Blocker Settings). 

Check the box next to each of the above features to enable it or uncheck the box to disable it.  

 

Note: To disable all the features, check the Disable All Security Protection  check box. 

Disabling all features will leave your PC unprotected and is not recommended. 
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Handling Quarantine Items 

If you request SecureIT to quarantine files infected by a virus (see Selecting Scan Settings) or if 

spyware items are found, they will be listed on the All Quarantine Items screen. You may 

permanently delete or restore any of these items using the following procedure: 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click General Settings in the Navigation Panel 

followed by Quarantine to request the All Quarantine Items screen. 

 

(Continued on next page) 
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Handling Quarantine Items (continued) 

3. To refresh the list of quarantine items, click refresh. 

4. To delete any quarantine item permanently from your PC, highlight the item and click 

Permanently Delete or delete all the items by clicking Delete All. When the following 

confirmation message box appears, click Yes.  

 

5. To restore any quarantine item to its original storage location on your PC, highlight the item 

and click Restore or restore all the items by clicking Restore All . When the following 

confirmation message box appears, click Yes.  

Note: When spyware item(s) are restored, they will appear on the Spyware white list screen 

(see Updating Antispyware Filters). 
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Selecting Advanced Scan Options 

These options determine the type of scan performed when you manually request SecureIT to 

scan your PC (see Security Scans). You may select a Quick Scan, Complete Scan, or Custom 

Scan and then run the scan as described below.  

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Advanced Scan Options in the 

Navigation Panel. 

3. When the Advanced Scan Options screen appears, select one of the following options:  

¶ Quick Scan ï Requests SecureIT to scan running items, known registry locations and 

common files and folders where malware is typically found. 

¶ Complete Scan ï SecureIT will scan your entire PC, which may take several hours to 

complete depending on the speed of your computer and number of files to scan. 

¶ Custom Scan ï Requests SecureIT to scan specified folders and locations. When this 

option is selected, a Select Folder window appears as described in the next step.   
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(Continued on next page) 

4. If the Custom Scan option is selected in Step 3, the following Select Folder window is 

displayed.  Select one or more folders or locations that you want SecureIT to scan and click 

OK . 

 

(Continued on next page) 
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5. To start the requested scan immediately, click Run Scan.   

 

6. After the scan is completed if no threats are detected, the following message will appear on 

the screen. Click Advanced Scan Options to return to the Advanced Scan Options screen or 

Return to Basic View to go to the basic Management Console screen. 

 

(Continued on next page) 
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7. If there are malicious files located on your PC, this screen will appear after the scan is 

completed. 

 

(Continued on next page) 
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8. Use the click here link displayed on the screen in Step 7 to request the following report listing 

any malicious memory items, registry items, and file items found during the scan.   

 

9. If malicious items are found during a scan, you can also click the Quarantined Items button 

on the screen shown in Step 7 to go to the All Quarantine Items screen listing each item. For 

more information about this screen, see Handling Quarantine Items.  You may review the 

items on the All Quarantine Items screen and keep them in quarantine, remove them 

permanently, or restore them.   

(Continued on next page) 



Selecting Advanced Scan Options (continued) 
 

SecureIT User Guide 2010.001  Page 35 

March 2010  ©SecurityCoverage, Inc. 

10. If some of the files, folders, or registry information needs to be removed after a scan, you 

will see the following screen that will prompt you to restart your PC.   
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Antivirus Scan Settings & Filters 

The following settings and filters apply to the manual scanning process that you may request at 

anytime (see Security Scans) and/or the real-time anti-virus scanning feature that continually 

scans files on your PC. 

¶ Scan Settings ï Choose the action SecureIT should take when it finds an infected file 

during either a manual or a real-time scanning process (see Selecting Scan Settings). 

¶ Scan Filters ï Define any file types that should be bypassed during either type of 

scanning process (see Defining Scan Filters). 

¶ Folder Filters ï Define any file folders that should be bypassed during the real-time 

scanning process only (see Defining Folder Filters). 

Selecting Scan Settings 

Perform the following procedure to select the action SecureIT should take when it finds an 

infected file during either a manual or a real-time scanning process. Each file may be reported on 

an online report, quarantined and displayed on the All Quarantine Items screen (see Handling 

Quarantine Items), or automatically deleted from your PC. 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Antivirus  in the Navigation Panel. 

 (Continued on next page) 
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Selecting Scan Settings (continued) 

3. When the Scan Settings screen is displayed, select one of the following options:  

¶ Only report infected files ï Requests SecureIT to only list the infected files on the 

appropriate online reports (see Viewing Online Reports). 

¶ Quarantine infected files ï This recommended option requests SecureIT to isolate the 

infected files and list each file on the All Quarantine Items screen where you may 

either permanently delete or restore the file as described in Handling Quarantine 

Items. 

¶ Automatically remove and delete infected files ï If this option is selected, SecureIT 

will immediately remove and delete each infected file that it finds during either a 

manual or a real time scan.   
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Defining Scan Filters 

You may define any file types that should be bypassed during either a manual or a real-time 

scanning process as follows: 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Antivirus  followed by Scan Filters in 

the Navigation Panel to request the Scan Filters screen. 

 

(Continued on next page) 
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Defining Scan Filters (continued) 

3. When the Scan Filters screen is displayed, you may add the extension for a file type that 

should be bypassed by typing the extension under Add new Extension and clicking Add. 

4. To remove the file extensions for one or more file types, highlight each extension in the list 

and click Remove Selected Extensions. When the following confirmation message box 

appears, click Yes. 

 

5. To save any settings that you changed on the screen, click Save. 
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Defining Folder Filters 

You may define any file folders that should be bypassed during the real-time scanning process 

(not the manual process) as follows: 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Antivirus  followed by Folder Filters in 

the Navigation Panel to request the Folder Filter Settings screen. 

 

(Continued on next page) 
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Defining Folder Filters (continued) 

3. When the Folder Filter Settings screen is displayed, you may add a folder that should be 

bypassed by clicking Add Folder. When the following Select Folder window appears, double 

click a location to view the folders in the location (such as My Computer) or select a folder 

listed on the window and click OK . 

 

4. To remove a folder listed on the Folder Filter Settings screen, highlight the folder and click 

Remove Selected Folder. When the following confirmation message box appears, click Yes. 

 

5. To save any settings that you changed on the screen, click Save. 
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Updating Antispyware Filters 

SecureIT provides a real-time spyware monitor that continually scans files on your PC in real-

time to detect spyware. You may update the ñwhite listò of files and registry keys that will not be 

monitored for spyware as follows:  

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Antispyware in the Navigation Panel to 

request the Spyware Whitelist screen. 

 

(Continued on next page) 
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3. To remove a file or registry key from the Spyware Whitelist screen, highlight the item and 

click Remove or remove all the files and registry items listed on the screen by clicking 

Remove All . When the following confirmation message box appears, click Yes.  
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Online Malware Blocker Settings 

There are two sets of Malware Blocker Settings that allow you to: 

¶ View, add, or remove approved web sites in a ñwhite listò that may be ignored by the 

Malware Blocker as described in the following section; or 

¶ View web sites blocked for your protection and add any blocked site to the white list of 

sites ignored by the Malware Blocker (see Viewing and Updating Malware Blocked 

Sites). 

Defining Malware White List Sites 

Perform the following procedure to view, add, or remove approved web sites that may be 

ignored by the Malware Blocker: 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Online Malware Blocker in the 

Navigation Panel to request the Malware Whitelist screen. 

 

(Continued on next page) 
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Defining Malware White List Sites (continued) 

3. When the Malware Whitelist screen is displayed, you may add an approved web site to the 

screen by clicking Add. When the following window appears, enter the URL or web address 

for the site and click OK . 

 

4. To remove a web site listed on the Malware Whitelist screen, highlight the site and click 

Remove. When the following confirmation message box appears, click Yes. 

 

5. To save any settings that you changed on the screen (i.e., web sites added or removed), click 

Save. 
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Viewing and Updating Malware Blocked Sites 

Use the following procedure to view web sites blocked by SecureIT for your protection, and add 

any blocked site to the list of sites on the Malware Whitelist screen that are ignored by the 

Malware Blocker. 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Online Malware Blocker followed by 

Todayôs Blocked Sites in the Navigation Panel to request the Malware Blocked Sites screen. 

 

3. To refresh the list of blocked web sites, click refresh. 

4. To add any blocked site to the list of sites ignored by the Malware Blocker, highlight the site 

and click Add to Whitelist . The Malware Whitelist screen will be displayed immediately 

with the ñunblockedò web site listed on the screen. 

5. To clear all the web sites listed on the Malware Blocked Sites screen, click Clear. 
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Firewall Settings 

You may enter any of the following settings for the firewall that protects your PC.  

¶ Main Settings ï Enable or disable the High Security Mode (to block all traffic), the 

Enable TCP stateful inspection feature, and/or the Enable DNS inspection feature as 

described in the following section.  

¶ Network Adapters ï Change the security level for each active network adapter defined 

for your PC (see Changing Security for Network Adapters). 

¶ Blocked Activity  ï View todayôs blocked communications traffic and allow specific data 

packets through or clear all blocked traffic (see Viewing and Updating Blocked Traffic). 

¶ Firewall Rules ï Set up the rules that define inbound and outbound communications 

traffic allowed for your PC (see Defining Firewall Rules). 

¶ Active Connections ï View all active communication connections on your PC, kill 

specific connections, or create deny rules for the connections (see Viewing, Stopping & 

Creating Rules for Connections). 

Selecting Main Settings  

Perform the following procedure to select the main settings for the firewall protecting your PC. 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Firewall in the Navigation Panel. 

 (Continued on next page) 
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Selecting Main Settings (continued) 

3. When the Main Settings screen is displayed, enable or disable (check/uncheck) the following 

options as appropriate: 

¶ High Security Mode (block all traffic)  ï Enabling this option blocks all 

communications inbound and outbound from your PC. 

¶ Enable TCP stateful inspection ï Enables the SecureIT firewall TCP stateful 

inspection algorithm. This algorithm allows SecureIT to track the state of protocol 

information and the data flow of applications to ensure your PC is only receiving 

communications from expected sources and or prior requests. 

¶ Enable DNS inspection ï Enforces proper DNS structures and lengths, verifies DNS 

integrity, and drops incoming DNS packets it they were not requested by your PC.   

Note that the Traffic History section at the bottom of the screen displays a real-time graph of 

Incoming and Outgoing traffic for your PC. 
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Changing Security for Network Adapters 

You may change the security level or ñzoneò for each active network adapter defined for your 

PC to any of the following settings:  

¶ Trusted ï This is the ñsafeò zone. Included in this zone are networks that are trusted and 

that you want to share resources with (e.g., the other PCs on your local or home 

network).  By default, this is the zone that all network adapters are placed in after 

SecureIT installs the firewall.  In this zone, all communication, both inbound and 

outbound, is allowed and your PC is fully visible to the outside world. 

¶ Internet  ï This is the ñunknownò zone.  All the PCs and networks in the world belong to 

this zone until they are moved to another zone either by software or manual rules created 

by users.  In this zone, you will still have full access to the Internet, but you will be 

hidden from the outside world.  

¶ Blocked ï This is the zone where all communication, both inbound and outbound, is 

blocked and your PC is completely hidden from the outside world. 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Firewall  followed by Network Adapters 

in the Navigation Panel. 

(Continued on next page) 
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Changing Security for Network Adapters (continued) 

3. The following Network Adapters screen displays the IP address for each network adapter on 

your PC followed by the Name and the security level or ñZone Typeò for the adapter. You 

may change the Zone Type for any adapter by highlighting the line defining the adapter and 

selecting a different zone in the Change selected adapter to zone combo box. 
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Viewing and Updating Blocked Traffic 

Perform the following procedure to view todayôs blocked communications traffic and either 

allow specific data packets through or clear all blocked traffic. 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Firewall  followed by Blocked Activity  

in the Navigation Panel to request the Today Blocked Traffic screen listing the data packets 

that were blocked by SecureIT. 

 

3.  To allow specific data packets through to your PC, highlight the packet and click Add to 

Allowed Traffic .  

4. To clear all the data packets listed on the screen, click Clear Traffic . 
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Defining Firewall Rules 

Use the following procedure to set up rules that define specific inbound and outbound 

communications traffic that is either allowed or blocked from getting through to your PC. 

1. When SecureIT is running, if a SecureIT Settings screen is not displayed, go to the Basic 

Management Console Screen and click Advanced Settings to go to the Main Settings screen. 

2. When a SecureIT Settings screen is displayed, click Firewall  and Firewall  Rules in the 

Navigation Panel to request this screen listing data for each rule including a Description or 

Action; the Direction of communications for the rule (To or From your PC or Both); the 

applicable Network Adapter or interface on your PC; and whether or not the rule is Enabled.  

 

3. You may perform the following actions on the Firewall Rules screen: 

Action Go to é 

Add a new rule. Step 4 

Edit an existing rule. Step 7 

Remove or delete a rule. Step 9 

Change the priority of rule(s) listed on the screen. Step 10 

 (Continued on next page) 
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Defining Firewall Rules (continued) 

4. To add a new rule when the Firewall Rules screen is displayed, click Add. When the Add 

Rule window appears, enter the following data to define a new entry and click OK . 

¶ Rule Description ï Type a brief name and/or description for the rule. 

¶ Network Interface for Rul e ï Select the interface the rule applies to or All Interfaces.  

¶ Define what action you would like to assign ï Select Allow or Block to allow/block 

communications. 

¶ Direction for traffic ï If Allow is selected for the action, since all communication is 

already allowed outbound from the SecureIT firewall you may only select From; for a 

Block action, either To or From may be selected. 

¶ IP Range ï Set the IP range that you want to allow for this traffic (by default this will 

be from 0.0.0.0 to 255.255.255.255, which means all traffic will be able to 

communicate using this medium).  

¶ Protocol Entry ï In the combo box at the bottom of the window, select All or an 

existing entry, or click Custom to create a new entry as described in the next step. If 

you selected All or an existing entry, click OK  and return to Step 3. 

 

(Continued on next page) 
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Defining Firewall Rules (continued) 

5. If you click the Custom button on the Add Rule window to define a custom protocol entry for 

a new rule, enter the following data to define the entry and click OK . 

¶ Name ï Enter a name and/or description for the new custom protocol entry. 

¶ Protocol ï Select if the new entry will communicate via TCP or UDP, or both. 

¶ Port Range ï Specify the port range the new entry will use for its communications. 

 

6. If data is added for a custom protocol as described above, the Add Rule screen will reappear 

with the name of the custom protocol in the combo box at the bottom of the screen. You may 

then click OK  to add the new rule.  

(Continued on next page) 
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Defining Firewall Rules (continued) 

7. To edit an existing rule when the Firewall Rules screen is displayed, highlight the rule and 

click Edit . The Add Rule window appears with the data already defined for the rule. For a 

description of this data, see Step 2. In this example, the Delete button is active (not grayed 

out) indicating the entry in the combo box (Lifeline Message Network) is a custom protocol. 

You may delete this entry (see Step 8) and either select a predefined entry or define another 

custom entry (see Step 5). After all the data is changed for the rule as appropriate, click OK  to 

save the edited data and return to the Firewall Rules screen described in Step 2.    

 

8. To delete a custom protocol on the Add Rule window, highlight the protocol in the combo 

box, and click Delete. When Delete is clicked, the following message box appears, click Yes 

to continue. Note that predefined protocols listed in the combo box cannot be deleted. 

 

 (Continued on next page) 
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Defining Firewall Rules (continued) 

9. To remove or delete a rule when the Firewall Rules screen is displayed, highlight the rule and 

click Remove. When the following confirmation message appears, click Yes to complete the 

process and return to the Firewall Rules screen described in Step 2. 

 

10. You may also change the priority of the rules on the Firewall Rules screen. The first rule is 

the list always takes precedence over the other rules, even if the other rules are related.  To 

change the priority of a rule, highlight the rule and click the up or down arrow in the lower 

corner of the screen to move the rule up or down in the priority list. In the following sample, 

one of the ñAllow Fromò rules shown on the screen in Step 2 was removed, the new ñAllow 

Lifeline Messagesò and ñBlock AOL Instant Messengerò rules were added, and the priority 

of the rules was changed to place the two new rules at the top of the list. 

 






















































































































